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Abstract
Various Public Key cryptography based techniques are being 
in use and are standardized for data security over VPN, LAN 
and IP networks.  Bandwidth is an extremely important issue in 
such a network and is dealt with by using various load balancing 
techniques and compression techniques. In this work, a unique 
data security standard with the help of data compression using 
entropy coding with Huffman coding is proposed. A source obtains 
multiple paths to the destination by using multipath routing. Once 
multiple paths are incurred, source uses two primary node disjoint 
paths. Data packets in the queue are divided into packet burst and 
each burst traffic is compressed with Huffman coding. Once a burst 
is compressed, the data is divided into chunks and the compression 
header and the data are transferred separately through two isolated 
paths.  Results show that the information guessing probability of 

the proposed technique is equally strong in comparison to public 
key cryptography and that it is bandwidth efficient.
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I. Introduction
Data security is an important aspect of any network, especially 
in any end to end transmission. Data encryption is considered as 
an independent entity to the transmission quality. But in reality, 
encryption adds extra processing and transmission overhead and 
current public key cryptography based technique are not without 
vulnerability. Figure 1 explains the current public key cryptography 
based method and the encryption standard.
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Fig. 1: Single Path Encryption Based Data Security

If the current adoption of the security extension is analyzed, it 
gives following overview

The technique exposes the key to the intermediate node. Using 1. 
a packet tracing technique, the keys can be tracked which 
exposes the data at the intermediate node.
If the key generation function is known to both the intermediate 2. 
node and the end node, then the data becomes vulnerable. This 
is because if the intermediate node decides to be an intruder, 
it can easily generate the private key from the public key and 
can decrypt the packets.
If this technique is extended to multipath where the key and 3. 
the data are sent over two different paths, then due to lifespan 
of the keys, it leaves a guessing probability high, which means 
that the intermediate nodes can guess the encryption key and 
try to decrypt it. Even though using strong key cryptography 
such vulnerabilities is minimized to a great deal, none of the 

techniques is being proved to be un-vulnerable.
If key exchange is frequent, or the nodes decide to alter the key 4. 
frequently, then the key generation function can be guessed 
by the intermediate nodes.

Therefore plain and conventional public key cryptography is not 
completely risk free in any multi-hop network. Analysis of the 
conventional system also leads us to following inferences.

The key distribution and data must traverse through two • 
different paths for the data to be safer.
Keys must be changed frequently to keep the intruders at • 
bay.
Key exchange must not be so frequent that the generation • 
function can be guessed. 
Data must be sent in chunks and preemptive measure must • 
be taken to monitor the vulnerabilities.
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II. Related Work
Weak keys create problems and these can be avoided by the 
proper selection of Multiple Huffman tables which are used for 
encryption. Random bit insertion enhances these encryption and 
also provides high level of security [1].
The working of Public Key Encryption and Digital Signature 
and Public-Key Infrastructure (PKI),a set of hardware, software, 
policies and procedures needed to create, manage and maintain 
keys and certificates effectively is discussed in [2]. 
Huffman algorithm is analyzed for data compression and compared 
with common compression techniques like Arithmetic, Lempel–
Ziv–Welch (LZW) and Run Length Encoding (RLE) in [3].
A novel technique for Image steganography based on DWT is 
presented in [4], where Discrete Wavelet Transform (DWT) is used 
to transform original gray level image from spatial to frequency 
domain, Huffman encoding is implemented on the secret image/
message and each bit of Huffman code of secret image/message 
is embedded in the high frequency coefficients resulted from 
DWT. The data reduction by huffman coding and encryption by 
insertion of shuffled cyclic redundancy code is implemented in [5]. 
A secure and computationally feasible algorithm called Optimized 
Multiple Huffman Tables (OMHT) technique for the protection of 
multimedia using encryption techniques is proposed in [6]. OHMT 
uses statistical-model-based compression method for generating 
different tables from the same data type of videos or images to be 
encrypted primary to increase compression efficiency and security 
of the used tables. The efficiency and robustness of OMHT is 
compared with other computational cost against techniques by 
measuring its security strength.
An enhanced MHT encryption scheme, which uses the idea of key 
hopping, is proposed in [7], as Multiple Huffman Table method is 
vulnerable under the Chosen Plaintext Attack (CPA).
An encryption algorithm using Multiple Huffman Tables (MHT) is 
presented in [8], where the security of the algorithm is investigated 
and the speed of which is several times faster than Advanced 

Encryption Standard (AES)
The use of Ciphertext-Policy Attribute Based Encryption (CP-
ABE) scheme to implement flat table group key management 
is demonstrated in [9], which is resilient to collusion attacks. 
Efficient mechanisms are also provided to refresh user secret keys 
and to delegate managerial duties to subgroup controllers

III. Proposed Technique
The process of encryption and decryption increases the processing 
time and standard length encryption strategies requires the data 
to be of standard length like 128 bit/256 bit and so on. Therefore 
even the short data burst are padded and are made of fixed length. 
These extra bits adds an overhead in the network and results in 
degraded transmission standard. Therefore the security extension 
must be supported by appropriate data compression standard to 
compensate for the losses in the bandwidth.
Hence in order to solve the problems which are discussed, a 
unique multipath based solution for multi hop network security 
is designed. The technique can be adapted to both wireless and 
wired or infrastructured network where on demand routing scheme 
like Destination-Sequenced Distance Vector (DSDV) and Ad hoc 
On-Demand Distance Vector (AODV) are employed. The protocol 
is simulated in MATLAB.  The technique is described in fig. 2. 
The entropy of the received compressed data and the original 
data at the receiver is compared as a measure of information 
change. Further the technique is simulated with N-sessions of 
multiple paths and arbitrary labeling of the intermediate node 
in the route as intruder. An intrusion process is designed as the 
process of decompress and data recovery attempt without the 
compression header. It was observed that only 0.073 % of the data 
chunk or packets were successfully recovered by intruding nodes 
out of 106 transmitted packets. Also it is shown that by varying 
depth of entropy and compression ratio, the header can be made 
significantly unpredictable.

Fig. 2: Proposed Technique
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A. Algorithm
Sender generates RREQ packet to its neighbors. Each neighbor 1. 
forwards the same to its neighbors if the hop traversed by 
RREQ is less than 6. This reduces the excessive Route 
Request packet flooding.
Destination responds to two RREQs with best delay. Delay 2. 
is calculated from Timestamp in end to end transmission. 
Upon receiving RREQ, destination puts the packets in the 
queue, checks for node disjoins and forwards the route reply 
packet. 
Upon receiving both primary and secondary routes, the source 3. 
node starts the transmission. The source first saves the packets 
in the queue and then compresses the packets using huffman 
coding. 

Coding depth is randomly varied to make the header 4. 
unpredictable
The header is transmitted through the first path and the 5. 
compressed data is send through the secondary path. Total 
packets to be decompressed with the current header are put 
in the header itself.
Destination node uncompresses the packets using the 6. 
header.

IV. Results
Fig. 3, shows the formation of multiple paths from the source 
to destination. Out of several possibilities, if numbers of nodes 
or routers are sufficient, number of multiple paths can easily be 
incurred.

Fig. 3: Proposed 2 Node Disjoint Path for Transmission
 

Fig. 4: Parallel Transmission of the Header and Compressed Data Packets over 2 Paths
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Fig. 5: Actual Data (Red) and Compressed Data (Blue)

Fig. 6: Sample Header in the MATLAB Workspace Variable Explorer
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The parallel transmission of the packets containing compressed, 
secured data and compression header is demonstrated in fig. 4. 
Both the transmission can be performed parallel for increasing the 
speed of the technique and for improving the security aspect.
Fig. 5, shows the real data and the compressed data. The data 
range of both the data are different and the volume of data of 
the compressed data is much lesser. The compression header is 
demonstrated in fig. 6. Huffcodes is the mapping table of Huffman 
codes and the entropy values. Ratio is the compression ratio for 
the current chunk of packets. Length is the total data length for 
current transmission. Maxcodelen represents the maximum bits par 
symbol adopted in the same. Without this information, decoding 
and retrieving the actual information is highly improbable.
The fig. 7, clearly shows that as the number of nodes increases, 
number of multipaths also increase exponentially. This makes the 
probability of successful parallel transmission higher.

Fig. 7: Number of Nodes Versus Possible Multipaths

Fig. 8: Number of Packets Versus Bandwidth Utilized in 
Percentage

The performance graph in fig. 8, clearly shows that the bandwidth 
consumption of the proposed technique is way better than that of 
public key cryptography based end to end security. 128 bit AES 
is used for public key cryptography. The bandwidth is calculated 
from end to end delay which also incorporates the queuing delay. 
The bandwidth of the proposed technique is low which is because 
strong key encryption needs more time than the compression 
technique for same number of packets. Also, the bandwidth saving 
is attributed due to lesser number of bits being transmitted.

Fig. 9: Number of Packet Versus Information Entropy of the 
Transmitted and Actual Data

Entropy is a measure of information similarity. Therefore higher 
entropy signifies that the transmitted data is closer to the actual data 
which is again a measure of the vulnerability. Though expectedly, 
entropy of public key cryptography is slightly better than the 
proposed technique, fig. 9, shows the graph between Number of 
Packet versus Information Entropy of the transmitted and actual 
data, for larger volume of transmission, the entropy of the proposed 
technique is better. It is also due to frequent change of the data 
encoding information or the header in the proposed system.

V. Conclusion
There are several data security standard that uses different 
mathematical form of data embedding, data form changing and 
data encryption. Compression is widely accepted technique for 
bandwidth efficiency of the transmission in the network. In this 
paper it is shown that by properly adopting the Huffman coding 
based compression standard, high data security can be achieved. 
As the compression ratio or the depth of compression is increased, 
the entropy of the compressed and the uncompressed data are 
entirely different. Destination upon acquiring the compression 
header waits for all the chunks of the transmission to arrive. 
Once the compression header and the chunks have arrived, it 
uncompressed the data with the help of compression header.  In 
a public key cryptography, first the end nodes exchange pair of 
secret keys. Then the data is encrypted with the public key, which 
is decrypted with the help of private key of the other node. The 
age of the key and the strength of the key determine the security 
of the subsequent packets. Keys cannot be frequently changed in 
order to avoid function guessing. Therefore in this paper, a unique 
multipath based data security standard with Huffman coding is 
adopted. Results show good tradeoff between security and data 
transmission quality. The technique can be further improved if 
used in conjunction with a data encryption standard like AES.

References
[1] Jiantao Zhou, Zhiqin Liang, Yan Chen, Oscar C. Au,  

“Security Analysis of Multimedia Encryption Schemes Based 
on Multiple Huffman Table”, IEEE Signal Processing Letters, 
Issue 3, Vol. 14, pp. 201-204, March, 2007.

[2] "Public Key Encryption and Digital Signature: How do they 
work?", White Paper, CGI, 2004. 

[3] Mamta Sharma,“Compression Using Huffman Coding”, 
International Journal of Computer Science and Network 
Security, Vol. 10, No. 5, May 2010.



IJECT Vol. 3, IssuE 2, AprIl - JunE 2012ISSN : 2230-7109 (Online)  |  ISSN : 2230-9543 (Print)

w w w . i j e c t . o r g  InternatIonal Journal of electronIcs & communIcatIon technology  155

[4] Amitava Nag, Sushanta Biswas, Debasree Sarkar, Partha 
Pratim Sarkar, “A Novel Technique for Image Steganography 
Based on DWT and Huffman Encoding”, International 
Journal of Computer Science and Security, Vol. 4, Issue 6

[5] Nilkesh Patra, and Sila Siba Sankar, “Data Reduction by 
Huffman Coding and Encryption by Insertion of Shuffled 
Cyclic Redundancy Code”, a thesis submitted in partial 
fulfillment of the requirements for the degree of bachelor 
of technology in electronics & instrumentation engineering”, 
2007

[6] Shaimaa A. El-said, Khalid F. A. Hussein, Mohamed M. 
Fouad, “Securing Image Transmission Using In- Compression 
Encryption Technique”, International Journal of Computer 
Science and Security, Vol. 4, Issue 5.

[7] DahuaXie and C.-C. Jay Kuo, “enhanced multiple huffman 
table (MHT) encryption scheme Using key hopping”, IEEE, 
2004.

[8] Qing Zhou, Kwok-wo Wong, Xiaofeng Liao, Yue Hu, “On 
the security of multiple Huffman table based encryption”, 
Journal of Visual Communication and Image Representation, 
Vol.22, Issue 1, pp. 85-92, 2011.

[9] Ling Cheung, Joseph A. Cooley, Roger Khazan, and Calvin 
Newport,“Collusion-Resistant Group Key Management 
Using Attribute-Based Encryption”, Cryptology e-Print 
Archive Report 2007/161, 2007, presented at GOCP ’07.

G.V. Pradeep Kumar received his B. 
Tech in Electronics and Communication 
Engineering from Kamala Institute of 
Technology & Science, JNTU in 2003 
and M.E in Communication Engineering 
from CBIT, Osmania University, 
Hyderabad, India in 2007. He has more 
than 4 years of teaching experience. 
Presently he is working as an Assistant 

Professor in the Department of Electronics 
and Communication Engineering, Chaitanya Bharathi Institute of 
Technology. His areas of interest are Computer Networking and 
Security, Wireless communication.


