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Abstract
This system mainly aims at providing security for military and 
defence vehicles. The main aim of this project is to provide a 
secure as well as defendable system for military vehicles against 
the hijacking and misuse of military vehicles as well as weapons. 
The main technology used in this system is Face Detection System 
(FDS). FDS compares the obtained image with the predefined 
images if the image doesn’t match, then the information is sent 
to the control room through MMS. The control room identifies if 
the person is unauthorised, they can stop the vehicle by sending 
SMS and can trace the location of the vehicle through GPS. The 
location of the vehicle as well as its speed can be displayed to the 
control room through SMS
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I. Introduction
The vehicle security system provides the ability to secure the 
vehicle from hack by unauthorised person. Nowadays vehicle 
hijacking is a common attack in everywhere especially in military 
and defense system terrorist attack the military vehicle and thereby 
attacking our force. In day life also people suffering from car 
theft, and there is a situation that they are unable to recover stolen 
vehicle. In this situation it is necessary to have a security system 
to process against these difficulties. By considering all these facts 
varieties of security system have been proposed. Traditionally, 
people may find difficulty to monitor their vehicle in their busy 
life schedule. With the development of internet technology several 
remote monitoring approaches have been implemented to monitor 
the process. Moreover   traditional security system is having lot of 
methods such as door locking system, fingerprint identification, 
etc. Due to advances in area such as microcontroller and software 
automation in security is possible and there is a clear trend in 
moving the development from a PC based security system to 
embedded remote monitoring and security system.
In military and defense system, vehicle security system plays 
an important role in avoiding hijacking of the vehicle. Real 
time embedded system based security system is become the 
most accurate one and it will provide security in high aspects. 
Traditional system is embedded with use of microcontroller as 
the core part and global system for mobile communication as 
the supporting part. With the process of sending SMS by GSM 
technology provide real time monitoring and security In modern 
world, many techniques such as biometric recognition technique, 
image processing technique, communication technique have been 
integrated into vehicle security system.  Security systems rely on 
many sensors and cost a lot. In this project proposes an approach 
to a low cost framework for embedded vehicle security system 
which contains face detection system, global positioning system 
and global system for mobile communication module and a control 
platform.

II. Block Diagram and System Model

A. Block Diagram 

Fig. 1:

B. Block Diagram Description
The overall block diagram can be divided into vehicle section and 
control room section. Vehicle section explains about the security 
provision set up deigned inside the vehicle and control room 
section is the monitoring and the controlling part of the whole 
security system

1. Vehicle Section
The core part of the security process is set up inside the vehicle 
to secure the vehicle from hijacking and misusing of the weapon 
inside the vehicle. Embedded unit is placed inside the vehicle to 
provide overall process control to the system and the eapon control 
section also provide the security to the weapon. The following are 
the module explains the overall working of the system.

(a). Web Camera
Web camera is used to capture the image of   the person entering 
into the vehicle. A   tiny general purpose camera is used and is 
placed inside vehicle. When a person enter inside the car the 
power supply will on and a control signal will be sent to PC from 
controller and it will activate the camera to capture the image. 
The captured image is processed in the digital image processing 
chip.

(b).  Digital Image Processing Chip
DIP Chip is used to for the image processing function, the captured 
image is processed in the chip. Here PC is used for the demo 
purpose; it will have a database of number of image of person 
whoever can use the vehicle. Face detection technique is used 
to find out the   authorised person. Captured image is compared 
with the predefined images in the database if it is matching it is 
confirm that the person inside the vehicle is authorised and can 
use   the vehicle. The image is not matching with the predefined 
images then the image will be sent to the control room section 
for verification as MMS.
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(c). Global System for Mobile Communication
GSM Technique is used for sending SMS and MMS between 
control room section and vehicle section.

(d). Embedded Control Unit
This is the core control section of the security system; several 
modules are connected with this unit. The control room identifies 
that the person inside the vehicle is unauthorised and the want 
to stop the vehicle an SMS will be sent to the PC and thereby 
one control signal will be sent to embedded unit to stop the 
vehicle. Weapon control also done with this control section, serial 
communication is used to transmit and receive data between PC 
and control unit.  

(e). GPS (Global Positioning System)
GPS is interfaced with embedded control unit and is used to get 
the location of the vehicle. GPS value will be sent to the control 
room section through PC and according to that control room can 
trace the vehicle.

(f). Ignition Control Unit
This unit is controlled by embedded unit according to the signal 
from the control room section. Control room find out the person 
inside the vehicle is unauthorised and suddenly they want to stop 
the vehicle an SSM will be sent to the PC and thereby control 
signal will be sent to the controller it will cut off the ignition unit 
so that the vehicle can be stopped.

(g). RFTX and RFRX 
Radio frequency transmitter and receiver are used to avoid the 
misusing of the weapon. The weapon will be activated only the 
RFID of the person and the weapon is matched.  

(h). Gun Control Unit
This is the weapon control unit and is used to secure the weapon 
from misused by unauthorised person. This can be controlled 
by activating and deactivating the weapon. The weapon will be 
activated when the image of the person is authorised and RFID 
of the person is matching with the RFID of the weapon. If either 
of the one is matched the weapon will not be activated. 

2. Control Room Section
Control room section is the monitoring and controlling section of 
the security system. In military unit there will be a strong control 
unit that will continuously monitor the whole military section and 
will take necessary action accordingly. Here, the section identifies 
the authorised person and allow the vehicle to be used by that 
person if they find out the person inside the vehicle is unauthorised 
they can stop the vehicle and deactivate the weapon inside the 
vehicle. Using face detection system control room can confirm 
the authorised person. They can obtain the location of the vehicle 
from the GPS module.

C. Hardware Components
Microcontroller-ARM-lpc2148• 
Power supply• 
GSM Module• 
Web Camera• 
Ignition Unit• 
Gun system• 

D. Software Components
Ceil C Cross compiler IDE• 
Flash Magic programmer design tool• 
Orcad hardware design tool• 
Visual Basic 6.0• 
Matlab 7.5• 

III. System Design

A. Algorithm
Start1. 
Switch on the camera(controls through VB)2. 
Take picture and compare3. 
If face mismatches send mms to control room. Go to 94. 
Else check for RFID  match5. 
If matches go.6. 
If mismatch occurs disable weapons and ready the inbuilt 7. 
gun to be activate
On mismatch wait for control room message and stop the 8. 
car if message comes
Send current position of car(GPS values)9. 
Stop10. 

B. PCA Algorithm
The Principal Component Analysis (PCA) is one of the most 
successful techniques that have been used in image recognition 
and compression. PCA is a statistical method under the broad 
title of factor analysis. The purpose of PCA is to reduce the large 
dimensionality of the data space (observed variables) to the 
smaller intrinsic dimensionality of feature space (independent 
variables), which are needed to describe the data economically. 
This is the case when there is a strong correlation between observed 
variables. The jobs which PCA can do are prediction, redundancy 
removal, feature extraction, data compression, etc. Because PCA 
is a classical technique which can do something in the linear 
domain, applications having linear models are suitable, such as 
signal processing, image processing, system and control theory, 
communications, etc. Face recognition has many applicable areas. 
Moreover, it can be categorized into face identification, face 
classification, or sex determination. The most useful applications 
contain crowd surveillance, video content indexing, personal 
identification (ex. driver’s licence), mug shots matching, entrance 
security, etc. The main idea of using PCA for face recognition is 
to express the large 1-D vector of pixels constructed from 2-D 
facial image into the compact principal components of the feature 
space. This can be called eigenspace projection. Eigenspace is 
calculated by images (vectors). 

C. PCA Algorithm Programming Steps
Get data1. 
Subtract mean2. 
Find covariance matrix and find eigen values and vectors3. 
Find a feature vector from the formula  Feature 4. 
vector=(eig1,eig2,…)
Derive a new data set5. 

D. Mathematics
A 2-D facial image can be represented as 1-D vector by 
concatenating each row (or column) intoa long thin vector. Let’s 
suppose we have M vectors of size N (= rows of image £ columns 
of image) representing a set of sampled images. pj’s represent 
the pixel values.
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Xi = [p1 : : : pN]T ; i = 1; : : : ;M   (1)
The images are mean centered by subtracting the mean image 
from each image vector. Let m represent the mean image.

    (2)
And let wi be defined as mean centered image

     (3)
Our goal is to find a set of ei’s which have the largest possible 
projection onto each of the wi’s. We wish to find a set of M 
orthonormal vectors ei for which the quantity

   (4)
is maximized with the orthonormality constraint

     (5)
It has been shown that the ei’s and ̧ i’s are given by the eigenvectors 
and eigenvalues of the covariance matrix

     (6)
where, W is a matrix composed of the column vectors wi placed 
side by side. The size of C is N *N which could be enormous. For 
example, images of size 64 * 64 create the covariance matrix of 
size 4096*4096. It is not practical to solve for the eigenvectors of C 
directly. A common theorem in linear algebra states that the vectors 
ei and scalars ¸i can be obtained by solving for the eigenvectors 
and eigenvalues of the M *M matrix WTW. Let di and ¹i be the 
eigenvectors and eigenvalues of WTW, respectively.

    (7)
By multiplying left to both sides by W

   (8)
which means that the first M - 1 eigenvectors ei and eigenvalues 
¸i of WWT are given by Wdi and ¹i, respectively. Wdi needs to 
be normalized in order to be equal to ei. Since we only sum up 
a finite number of image vectors, M, the rank of the covariance 
matrix cannot exceed M ¡-1 (The -1 come from the subtraction of 
the mean vector m). The eigenvectors corresponding to nonzero 
eigenvalues of the covariance matrix produce an orthonormal basis 
for the subspace within which most image data can be represented 
with a small amount of error. The eigenvectors are sorted from 
high to low according to their corresponding eigenvalues. The 
eigenvector associated with the largest eigenvalue is one that 
reflects the greatest variance in the image. That is, the smallest 
eigenvalue is associated with the eigenvector that finds the least 
variance. They decrease in exponential fashion, meaning that the 
roughly 90% of the total variance is contained in the first 5% to 
10% of the dimensions.

    (9)
where vi = eT i wi. vi is the ith coordinate of the facial image in 
the new space, which came to be the principal component. The 
vectors ei are also images, so called, eigenimages, or eigenfaces 
in our case, which was first named by [1]. They can be viewed as 
images and indeed look like faces. So,   describes the contribution 
of each eigenface in representing the facial image by treating the 
eigenfaces as a basis set for facial images. The simplest method 
for determining which face class provides the best description of 
an input facial image is to find the face class k that minimizes,
The Euclidean distance

    (10)
Where, Ωk is a vector describing the kth face class. If € is less than 
some predefined threshold µ², a face is classified as belonging to 
the class k.

E. Face Detection
Once the eigenfaces have been computed, several types of decision 
can be made depending on the application. What we call face 
recognition is a broad term which may be further specified to one 
of following tasks:  Identification where the labels of individuals 
must be obtained, recognition of a person, where it must be decided 
if the individual has already been seen, categorization where the 
face must be assigned to a certain class. PCA computes the basis 
of a space which is represented by its training vectors. These 
basis vectors, actually eigenvectors, computed by PCA are in the 
direction of the largest variance of the training vectors. As it has 
been said earlier, we call them eigenfaces. Each eigenface can be 
viewed a feature. When a particular face is projected onto the face 
space, their vectors into the face space describe the importance of 
each of those features in the face. The face is expressed in the face 
space by its eigenface coefficients (or weights). We can handle a 
large input vector, facial image, only by taking its small weight 
vector in the face space. This means that we can reconstruct the 
original face with some error, since the dimensionality of the 
image space is much larger than that of face space. In this report, 
let’s consider face identification only. Each face in the training 
set is transformed into the face space and its components are 
stored in memory. The face space has to be populated with these 
known faces. An input face is given to the system, and then it is 
projected onto the face space. The system computes its distance 
from all the stored faces. However, two issues should be carefully 
considered 

What if the image presented to the system is not a face?1. 
What if the face presented to the system has not already 2. 
learned, i.e., not stored as a known face?

The first defect is easily avoided since the first eigenface is a good 
face filter which can test whether each image is highly correlated 
with itself. The images with a low correlation can be rejected. 
Or these two issues are altogether addressed by categorizing 
following four different regions:

Near face space and near stored face =) known faces1. 
Near face space but not near a known face =) unknown 2. 
faces
Distant from face space and near a face class =) non-faces3. 
Distant from face space and not near a known class =) non-4. 
faces

Since a face is well represented by the face space, its reconstruction 
should be similar to the original, hence the reconstruction error 
will be small. Non-face images will have a large reconstruction 
error which is larger than some threshold µr. The distance ²k 
determines whether the input face is near a known face

IV. Performance Results

A. MATLAB Simulation

Fig. 2:
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Fig. 3:

Fig. 4:

Fig. 5:

B. KEIL Simulation

Fig. 6:

V. Conclusion
The embedded control central works all the time or discontinuously 
for power saving, achieve images and GPS data. During the alarm 
periods, if faces have been detected, or longitude and latitude of 
the vechile change, alarms would be made, and GSM module 
works to inform somebody. When the vehicle is lost, new GPS 
data could be received to help to find them.During the experiments, 
we find out that the face detection module can not detect those 
faces not in front of camera, for example, when there is a big angle 
between face and the camera. It proves to us that the detection 
algorithm can not detect all kinds of faces, and the camera need 
to be fixed toward the face of the driver if possible. Because 
of the flexibility of embedded system, the embedded smart car 
security system is extendable for special purposes.  In this paper, 
we propose a low-cost extendable framework for embedded smart 
car security system, which consists of a face detection subsystem, 
a GPS module, a GSM module and a control platform. Comparing 
with traditional car security system, this system does not need 
any sensor, and cost much less. Digital camera obtains pictures 
and then compresses them into jpg format. The data could be 
handled by face detection classifiers to find out faces, which are 
trained by one optimized PCA algorithm. Several methods have 
been applied to speedup the detection process, such as the use of 
ESRAM by distribute the key code into it, and the high hit rate 
of cache because the characteristics of image files and the data 
of cascade detector. 
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