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Abstract
Video surveillance is a critical tool for a variety of tasks such 
as law enforcement, personal safety, traffic control, resource 
planning, and security of assets. Present-day video surveillance 
systems are often required not to intrude upon the privacy of the 
general public. The challenge of introducing privacy and security 
in such a practical surveillance system has been stifled by the 
enormous computational and communication overheads. This 
paper proposes a privacy-protected video surveillance system 
that makes use of JPEG extended range (JPEG XR). The main 
technical benefit of using JPEG XR as an intra video codec can 
be found in its low computational complexity, while offering 
image quality and scalability provisions. Image scrambling is to 
transform a meaningful image into a meaningless or disordered 
image in order to enhance the power to resist invalid attack and in 
turn enhance the security.  Face regions are detected and scrambled 
in the transform domain, taking into account the quality and spatial 
scalability features of JPEG XR. The analysis demonstrates that 
subband-adaptive scrambling is able to conceal privacy-sensitive 
face regions with a feasible level of protection.

Keywords
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I. Introduction
Video surveillance is a critical tool for a variety of tasks such 
as law enforcement, personal safety, traffic control, resource 
planning, and security of assets, to name a few. However, the 
proliferation in the use of cameras for surveillance purposes has 
introduced severe concerns of privacy. Everyone is constantly 
being watched on the roads, offices, supermarkets, parking lots, 
airports, or any other commercial establishment. A practical and 
an efficient solution fit into the business model of ‘surveillance 
as a service’. A company can monitor houses, streets, stores, etc 
and alert the clients of suspicious incidents, without intruding into 
their privacy. The client just installs a shatter-cam and sends the 
feeds for surveillance. 
Widespread use of surveillance cameras in offices and other 
business establishments, pose a significant threat to the privacy of 
the employees and visitors. The challenge of introducing privacy 
and security in such a practical surveillance system has been stifled 
by the enormous computational and communication overhead 
required by the solutions. The proposed scrambling strategy takes 
into account the scalability provisions of JPEG XR and preserves 
format compliance. This paper proposes a privacy-protected video 
surveillance system that makes use of JPEG Extended Range 
(JPEG XR). The main technical benefit of using JPEG XR as an 
intra video codec can be found in its low computational complexity, 
while offering image quality and scalability provisions. JPEG XR 
is a new still image coding standard, its core transform is the 
Lapped Biorthogomal T (LBT). Image scrambling is to transform a 
meaningful image into a meaningless or disordered image in order 
to enhance the power to resist invalid attack and in turn enhance 

the security. Sub-Band Coding (SBC) is any form of transform 
coding that breaks a signal into a number of different frequency 
bands and encodes each one independently. 

II. Overview

A. Why JPEG XR?
JPEG is the first ISO/ITU-T standard for continuous tone still 
images [15]. It allows lossy and lossless coding of still images. 
JPEG gives good compression results for lossy compression with 
the least complexity. There are several modes defined for JPEG 
including baseline, progressive and hierarchical. The baseline 
mode, which supports lossy compression alone, is most popular. 
JPEG XR, a coded file format is designed mainly for storage of 
continuous-tone photographic content. It supports wide range 
of color formats including n-channel encodings using fixed 
and floating point numerical representations, bit depth varieties 
giving a way for wide range of data compression scenarios. The 
ultimate goal is to support wide range of color encodings, maintain 
forward compatibility with existing formats and keep device 
implementation simple. It also aims at providing same algorithm 
for lossless as well as lossy compression.
JPEG XR, a coded file format is designed mainly for storage of 
continuous-tone photographic content. It supports wide range 
of color formats including n-channel encodings using fixed 
and floating point numerical representations, bit depth varieties 
giving a way for wide range of data compression scenarios. The 
ultimate goal is to support wide range of color encodings, maintain 
forward compatibility with existing formats and keep device 
implementation simple. It also aims at providing same algorithm 
for lossless as well as lossy compression. 
HD photo format is a new file format standardized using JPEG-
XR. Just like JPEG-2000, Microsoft HD photo works on advanced 
features like lossy-lossless compression, bit-rate scalability, 
editing, region-of-interest decoding, integer implementation 
without division etc. on top of compression capability. HD photo 
minimizes objectionable spatial artefacts preserving high frequency 
detail and outperforms other lossy compression technologies in 
this regard.

Fig. 1(a): HD Photo Encoder, (b). HD Photo Decoder

Main blocks of HD photo include transformation stage and the 
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coefficient-encoding stage. HD photo employs a reversible integer-
to-integer-mapping Lapped Bi-orthogonal Transform (LBT) as its 
decorrelation engine. The reversible property of the algorithm 
supports both lossy and lossless compression. Thus, it simplifies 
the overall implementation of the system. HD photo’s encoder 
contains many adaptive elements: adaptive coefficient scanning, 
flexible quantization, inter-block coefficient prediction, adaptive 
VLC table switching, etc as shown in Figure. JPEG XR supports 
a number of advanced pixel formats in order to avoid limitations 
and complexities of conversions between different unsigned 
integer representations. This feature allows flexible approach to 
numerical encoding of image data. This results in low complexity 
implementations in the encoder and decoder.

B. Scrambling
A digital image-scrambling scheme should have a relatively 
simple implementation, amenable to low-cost decoding 
equipment and low-delay operation for real-time interactive 
applications. It should have a minimum adverse impact on the 
compressibility of the image. It should preferably be independent 
of the bitstream compression selected for the image, and allow 
compression transcoding/scalability without having to decrypt. 
It should provide good overall security, although it may also be 
preferable in some systems to allow non-authorized users a level 
of transparency, both to entice them to pay for full transparency, 
and to discourage code-breaking. Efficient selective scrambling in 
the frequency domain involves two, one system involves wavelet 
transform based compression. The other one involves 8x8 DCT 
based compression.

1. Wavelet Based Systems
The input video frames (original or residual error after motion 
compensation) are transformed using the wavelet filter banks. 
Subbands represent a five level wavelet decomposition of an input 
frame obtained by separable filtering along the vertical and the 
horizontal directions. Each subband represents selected spatial 
frequency information of the input video frame. The statistics 
of the coefficient distribution generally differ from subband to 
subband. The goal here is to provide a coefficient scrambling/
shuffling method that does not significantly destroy these statistical 
properties. In this paper, two basic approaches are proposed to 
scramble the coefficients, each based on the recognition of a 
different characteristic of the transform coefficient data. The first 
one recognizes that although Whole sale encryption of individual 
transform coefficients is generally undesirable. Some bits of 
individual transform coefficients have high entropy and can thus 
be encrypted without greatly affecting compressibility. The second 
one recognizes that shuffling the arrangement of coefficients in a 
transform coefficient map can provide effective security without 
destroying compressibility, as long as the shuffling does not 
destroy the low-entropy aspects of the map relied upon by the 
bitstream coder.

(a). Selective Bit Scrambling
The first basic approach scrambles selected bits in the transform 
coefficients to encrypt an image. Each bit of a coefficient can be 
viewed as one of three types. Significance bits for a coefficient are 
the most significant bit with a value of 1, and any preceding bits 
with a value of 0. These bits limit the magnitude of the coefficient 
to a known range. Refinement bits are the remaining magnitude 
bits, used to refine the coefficient within the known range. The sign 
bit determines whether the known range is positive or negative. 

(b). Block Shuffling
To increase the level of security, block shuffling is proposed. 
We divide each subband into a number of blocks of equal size. 
The size of the block can vary for different subbands. Within 
each subband, blocks of coefficients will be shuffled according 
to a shuffling table generated using a key. The shuffling table 
generally will be different for different sub bands, and can vary 
from frame to frame. 

(c). Block Rotation
To further improve security with little impact on statistical coding, 
each block of coefficients can be rotated to form an encrypted 
blocks. The encrypted block is selected from a set of eight blocks 
that are rotated versions of the original block. The key controls 
the selection process. Block rotation retains most of the local 
2-D statistics of the sub band signal. It could be considered as a 
special case of shuffling coefficients within a block taken from 
certain sub band. 

(d). Security Analysis
The security of the scrambling process can be analyzed as follows. 
For the encryption of the sign bits, if a code-breaker is to completely 
recover a single original frame, an exhaustive search of 2M trials 
is required, where M is the number of non-zero coefficients in 
the frame. For a 512x512 frame, assuming, conservatively, that 
only 256 non-zero coefficients exist, the number of required trials 
is about 1077. If an attacker uses a smoothness constraint in the 
spatial domain to search for the best estimate of the original sign 
bits, each trial includes an inverse transformation, which will 
make the attack costly. 

(ii). 8x8 DCT Based Systems
The proposed framework can also be applied to an 8x8 block 
based DCT coding system. In this case, each DCT coefficient 
can be treated as a local frequency component from a certain 
band. Coefficients coming from the same location in the block 
DCT domain can be grouped together to form a “subband”. The 
proposed scrambling methods such as sign encryption, block 
shuffling and block rotation can be directly extended to scramble 
these “subbands”. In most video compression standards such as 
JPEG, MPEG, and H.26X, the compression is based on 8x8 
DCT to exploit the spatial redundancy. Motion compensation 
is incorporated to exploit the temporal redundancy of video 
signal.

(a). DCT Coefficient Scrambling
To scramble I frames, we can first divide the frame into segments. 
Each segment consists of several macroblocks/blocks. In general, 
blocks belonging to a segment can be either spatially close to 
each other or randomly located throughout the frame. Within each 
segment, DCT coefficients of the same band (frequency location) 
are randomly shuffled within the band. For example, we can treat 
a slice of macroblocks as a segment. Within each slice, the DC 
coefficients of all luminance 8x8 blocks will be permuted. The AC 
coefficients of the same frequency location can also be permuted 
according to different shuffling tables. The same procedure applies 
to the chrominance component.

(b). Motion Vector Scrambling
In some scenarios, even though I frames are scrambled and there 
are no or few Intra-coded blocks in P/B frames, the motion of 
the scene is clearly visible if motion vectors are not encrypted. In 
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other words, scrambling motion vector information may be very 
important for some applications. This is not surprising because 
motion information has been one of the most critical features used 
for video analysis in the literature.

C. Subband Coding
Sub-Band Coding (SBC) is a form of transform coding that 
breaks a signal into a number of different frequency bands and 
encodes each one independently. This decomposition is often the 
first step in data compression for audio and video signals. The 
basic idea of SBC is to enable a data reduction by discarding 
information about frequencies which are masked. We use a 
subband-adaptive approach to scramble surveillance video 
content encoded with JPEG XR. This approach is motivated by 
the following observation: when scrambling a particular subband, 
a trade off exists between the visual importance of the subband, 
the available amount of coded data in the subband, the visual 
distortion and the level of protection offered by the scrambling 
technique used, and the effect on coding efficiency. Only focus 
on scrambling luminance channels is done in order to keep the 
impact on the coding efficiency and the computational complexity 
low. However, it should be straightforward to extend the proposed 
scrambling strategy to chrominance channels.

III. Image Coding using JPEG XR
In our surveillance system, each video frame is intra-coded using 
JPEG XR. The main technical benefit of using JPEG XR as an intra 
video codec can be found in its low computational complexity, 
while offering image quality and scalability provisions that are, 
from a practical point of view, similar to that of Motion JPEG 2000 
and the Scalable High Intra Profile of H.264/ AVC Scalable Video 
Coding (SVC). This observation holds especially true for the JPEG 
2000 standard. The transform used by JPEG XR is denoted as a 
two-staged hierarchical Lapped Biorthogonal Transform (LBT). 
In frequency mode, a JPEG XR bit stream offers support for 
both spatial and quality scalability, thanks to a partitioning of the 
transform coefficients of a particular tile into four subbands: the 
DC subband (containing a single second-stage DC coefficient for 
each macroblock or MB in the tile), the low pass or LP subband 
(containing 15 second-stage transform coefficients for each MB), 
the high pass or HP subband, and the Flexbits subband. Significant 
bits and refinement bits are also computed for the DC and LP 
coefficients. 

A. ROI Representation
In JPEG XR, an image may consist of several spatial tiles. Each 
spatial tile represents a group of spatially adjacent macroblocks. 
As such, ROI extraction in JPEG XR can be realized by extracting 
spatial tiles in the compressed domain, in both spatial and frequency 
mode. 

Fig. 2: ROI Representation in JPEG XR

This feature of JPEG XR is also known as fast tile extraction. Two 
types of tile layouts are possible: a uniform and a non uniform 
tile grid. In the uniform tile layout, each tile has the same width 
and height, while the non-uniform layout permits the use of tiles 
with different widths and heights.

IV. Enabling Privacy protection in JPEG XR
In this section, architectural details of proposed surveillance 
system and subband adaptive scrambling were discussed.

A. System Architecture and Application Scenarios
As shown in fig. 1, our surveillance system consists of multiple IP 
cameras that are connected to a central management and storage 
server (CMSS). The IP cameras and the CMSS are connected by 
means of a wired LAN that has a speed of 1 Gb/s. In addition, 
video analysis and encoding are performed by the IP cameras. 
Specifically, video analysis is responsible for detecting face regions, 
while encoding is responsible for compressing the video data using 
our privacy-enabled JPEG XR encoder. Our surveillance system is 
able to accommodate clients that use diverse network connections 
and devices. Three application scenarios can be defined to reflect 
this diversity. In a high-complexity scenario, we assume that a 
desktop PC communicates with the CMSS by means of a wired 
LAN that has a speed of 100 Mb/s. In a medium-complexity 
scenario, we assume that a laptop communicates with the CMSS by 
means of a 70 Mb/s WiMAX network. Finally, in a low-complexity 
scenario, we assume that a smart phone communicates with the 
CMSS by means of a 3GPP network that has a speed of 7.2 Mb/s. 
The scalability tools of JPEG XR can be used to create adaptive 
video content.

Fig. 3: Overall Architecture of the Proposed Video Surveillance 
System

B. Modified JPEG XR Encoder
Before performing entropy coding, different scrambling techniques 
are applied to the transform coefficients in the DC, Low Pass (LP), 
and High Pass (HP) subbands, respectively. While applying ROI-
based scrambling, the location of each face region is communicated 
by the face detection module to JPEG XR encoder. JPEG XR 
encoder is then able to construct an appropriate tile layout, making 
it possible to only scramble MBs located in face regions. Before 
performing entropy coding, different scrambling techniques are 
applied to the transform coefficients in the DC, Low Pass (LP), 
and High Pass (HP) subbands, respectively (see the gray-shaded 
boxes). When ROI-based scrambling is in use, the location of 
each face region is communicated by the face detection module 
to our modified JPEG XR encoder (we assume face detection is 
accurate). The modified JPEG XR encoder is then able to construct 
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an appropriate tile layout, making it possible to only scramble 
MBs located in face regions. 

Fig. 4: Modified JPEG XR Encoder and Decoder, (a). Encoder 
(b). Decoder

C. Modified JPEG XR Decoder
Pseudorandom numbers are generated by relying on a secret key 
that is used as a seed value. At the side of the decoder, only an 
authorized user (i.e., a user who knows the secret key) is able to revert 
the scrambling process during decoding. Our subband-adaptive 
approach is the result of a trade off between the visual importance 
of subbands, the amount of coded data in the subbands, the level 
of security offered by a particular scrambling technique, the effect 
of scrambling on the coding efficiency, and the computational 
complexity of the scrambling technique used.

D. Subband Adaptive Scrambling

1.  DC Subbands (Random Level Shift)
In a DC subband, a limited amount of data is available for the 
purpose of scrambling. Indeed, each MB in a tile only contributes 
a single DC coefficient to the DC subband of that particular tile. 
Therefore, we propose to make use of random level shift (RLS) in 
order to scramble DC subbands with a sufficient level of protection. 
RLS pseudo-randomly shifts the level of a DC coefficient value 
as follows:
DCcoeff e = DCcoeff + R(L)   (1)
Where, DCcoeff denotes the data to be scrambled and where 
DCcoeffe denotes the pseudo-randomly level-shifted data. R (L) 
represents a pseudo-randomly generated number whose range 
is from −2L−1 to 2L−1. RLS comes with a decrease in coding 
efficiency due to the pseudo-random offset added to each DC 
coefficient value. Hence, to avoid a significant loss of coding 
efficiency, it is necessary to select a proper value for L.  RSI is 
applied to the sign of DC coefficients while we pseudo-randomly 
flipped the refinement bits of DC coefficients. 

2. LP Subbands (Random Permutation)
An LP subband is visually less important than a DC subband, 
but visually more important than an HP subband. Also, an LP 
subband contains more transform coefficients than a DC subband, 
but less transform coefficients than an HP subband. Therefore, we 
propose to apply random permutation to the transform coefficients 

stored in an LP subband (RP is applied at the level of a MB). RP 
pseudo-randomly permutes the ordering of LP coefficients in a 
MB as follows:
LPcoeff i e = LPcoeffj    (2)
Where i = 1, ..., C j = x1, ..., xC 
LPcoeffj denotes the jth LP coefficient in a MB and where LPcoeff 
e

i denotes the ith LP coefficient in the pseudo-randomly permuted 
macroblock.  In (2), C represents the number of LP coefficients 
in a MB (i.e., C is equal to 15) and x1, . . . , xC represent non-
overlapping random numbers, ranging from 1 to C. RP offers a 
higher level of protection than RLS as RP allows for a higher 
number of possible combinations. However, RP comes with a 
higher decrease in coding efficiency as this approach affects the 
effectiveness of entropy coding more significantly.

3. HP Subbands (Random Sign Inversion)
An HP subband is visually less important than a DC and LP 
subband. However, this subband still contains visually important 
information that could for instance be exploited by face recognition 
techniques. Consequently, it is proposed to apply Random Sign 
Inversion (RSI [11-12]) to the HP transform coefficients. RSI 
pseudo-randomly flips the sign of each coefficient as follows:
HPcoeff e = −HPcoeff, if r = 1                 
HPcoeff e = +HPcoeff, otherwise   (3) 
Where, HPcoeff denotes the coefficients to be scrambled and 
where HPcoeff e denotes the pseudo-randomly sign-flipped 
coefficients. In eq (3), r denotes a 1-bit pseudo-random number. 
Since the sign information of HP coefficients is signalled using a 
Boolean flag, the coding efficiency is not affected.

4. Flexbits Subbands No Scrambling
We propose not to scramble the Flexbits subbands. These subbands 
contain the lower order bits of the HP transform coefficients. 
Hence, the information provided by the Flexbits subbands is only 
of limited visual importance. Moreover, the amount of coded 
data in the Flexbits subband significantly decreases as the bit 
rate decreases.

V. Results

A. Analysis of Frame-Based, Subband-Adaptive 
Scrambling

1. Scrambled DC Subbands
The impact of RLS on the coding efficiency of the DC subbands for 
a varying bit rate can be illustrated. The selection of an appropriate 
value for L (see Section III-B1) was done as follows: we first 
measured the average bit stream overhead for all video sequences 
for varying values of L and then selected the maximum value of 
L that produces less than 30% of bit stream overhead. Although 
the same value of L can be utilized for the whole range of bit 
rates, the amount of overhead significantly increases as the bit 
rate decreases. Hence, this observation motivated us to make the 
value of L dependent on the bit rate.

2. Scrambled LP Subbands
The bit stream overhead when RP is applied to LP subbands can 
be illustrated. The overhead becomes higher as the bit rate of the 
bit streams decreases. This implies that the effect of scrambling 
on the coding efficiency is more significant at lower bit rates. The 
signalling overhead also increases as the bit rate decreases. RSI is 
also a feasible candidate technique for scrambling LP subbands 
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since this technique does not produce any bit stream overhead. 

3. Scrambled HP Subbands
The bit stream overhead when RP is applied to HP subbands is 
illustrated. The HP subbands contain significantly more coefficient 
information than the other subbands. Hence, even a slight change 
of the coefficients may significantly affect the effectiveness of 
entropy coding, resulting in a significant decrease of the coding 
efficiency. Although the use of RP results in a significant number 
of combinations for an HP subband, it produces a prohibitive 
amount of overhead.

4. Unified Scrambling Strategy
The scrambling techniques discussed in the previous sections 
can be combined into a single, subband-adaptive scrambling 
strategy:

Fig. 5: Privacy-Protected Surveillance Video: (a). DC, (b). DC + 
LP, (c). DC + LP + HP, and (d). DC + LP + HP + Flexbits.

RLS for scrambling DC subbands, RP for scrambling LP subbands, 
and RSI for scrambling HP subbands.
The overhead caused by frame-based, subband-adaptive scrambling 
can be attributed to the use of RLS and RP. Specifically, the bit 
stream overhead produced by RLS and RP becomes higher as 
the bit rate decreases since the effect of scrambling on the coding 
efficiency is more significant at lower bit rates.

B. Analysis of Tiling
This can be attributed to a broken entropy coding and an increasing 
number of tile headers and index table entries. Also, the bit stream 
overhead becomes higher as the bandwidth decreases since the 
same syntax structures are used to signal a lower amount of coded 
image data. The effect of tiling on the coding efficiency is also 
lower in the higher frequency subbands.

C. Analysis of ROI-Based, Subband-Adaptive 
Scrambling
The bit stream overhead when using ROI based, subband-adaptive 
scrambling (where the ROI is represented by a non-uniform tile 
layout) is illustrated. Compared to frame based scrambling, ROI-
based scrambling mostly allows for a lower bit stream overhead. 
However, at the lowest bit rate, the bit stream overhead of ROI-
based scrambling is higher than the bit stream overhead of frame-
based scrambling.

D. Security Considerations
This section analyzes the level of protection offered by the proposed 
scrambling technique against a brute force attack. In practice, 
attacking the DC and LP subbands may already be sufficient to 
reveal the identity of a subject. In this context, the total number 
of combinations required to break the protection of N MBs is 
reduced to (2L+1)N+(15!/ (15-K)!)N. As such, at the lowest bit 
rate, the number of combinations required to break the protection 
of the DC and LP subbands of the face regions described in Table 
V is equal to 3.7 × 10453, 5.0 × 1010, 1.8 × 1058, and 2.6 × 1040, 
corresponding to approximately 2.3 × 10443, 3.0, 1.1 × 1048, and 
1.5 × 1030 years needed to generate all possible face images. It 
should be clear that the absence of HP subbands does not affect the 
overall security level since the number of combinations required 
to break the protection of the HP subbands is significantly smaller 
than the number of combinations required We can also consider 
the security of the proposed scrambling technique against a brute-
force attack and Error Concealment Attack.

1. Brute-Force Attack
Note also that this analysis is identical for the transform domain and 
code stream-domain approaches. Assuming that the attacker knows 
the ROI, we consider an exhaustive search of all combinations 
reversing the signs of all nonzero ac coefficients.

2. Error Concealment Attack
Instead of the brute-force attack, an attacker may try an error 
concealment attack, which aims at concealing scrambled/encrypted 
data. Here, we assess the security of our proposed scrambling 
method against an attack where ROI ac coefficients are simply 
set to 0 at the decoder. In other words, this attack consists of 
extrapolating the scrambled data by motion compensation of the 
previous frame using the motion vectors which are available to 
the attacker. Note that we assume also that the ROI is known.

VI. Conclusion
This paper discussed a subband-adaptive approach for scrambling 
privacy-sensitive face regions in JPEG XR-encoded surveillance 
video content. Our approach is the result of a trade-off between 
the visual importance of subbands, the amount of coded data 
in the subbands, the level of security offered by a particular 
scrambling technique, the effect of scrambling on the coding 
efficiency, and the computational complexity of the scrambling 
technique used. The results show that privacy-sensitive regions 
can be successfully concealed with a feasible level of protection 
However, the combined use of scrambling and tiling lowers the 
coding efficiency as the video bit rate decreases. Therefore, instead 
of only scrambling privacy-sensitive face regions, scrambling the 
whole image region may be more efficient from the point-of-view 
of coding efficiency. In particular, for two out of the three video 
surveillance sequences used in our  experiments, we observed that 
frame-based, subband-adaptive scrambling resulted in a lower bit 
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stream overhead than ROI-based, subband-adaptive scrambling 
when a video bit rate of 1 Mb/s was in use (for all spatial resolutions 
used). In all other cases, subband adaptive scrambling for ROIs 
outperformed subband-adaptive scrambling for complete frames 
in terms of coding efficiency.
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